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HHOOPMALIMOHHASA NMAMATKA
INA ObYYAKWWXCA OnA PASMELLIEHWA
HA OOWUUKMANBHBIX MHTEPHET-PECYPCAX

C Ka¥IbIM TOAOM MOMNOOENRW B MHTEPHETE CTAHOBWTLCA DONMbLUE, a LWKONBEHWEW OOHW W3 CAMBbIX AKTUBHBIX
nonszoeatenen PyHeta. Mexay Tem, MOMWUMO OrpoOMHOIO KONMWYECTBA BO3MOKHOCTEW, WHTEPHET HeceT W
I'IpOﬁJ'IEMbI. JTa namATKa 4OoMmKHa NoMoYe Tebe Ge30nacHO HaXoaWTECA B CETH.

KomnbloTepHsie BUpYCEI

KoMnbloTEpHBIH BUPYC - 3T0 PA3HOBWAHOCTE KOMMBKTEPHBIX NPOrpamMM, OTAWMYMTENEHOW 0COBEHHOCTLIO
KOTOpOM ABNAETCA CMNOCOBHOCTE K pasmMHOMeHWo. B OononHenWe K aToMy, BMPYChl MOTYT MNOBPeOMTE WNK
NOMHOCTLK YHUUTOXUTE BCe hainbl M OaHHble, NOOKOHTPONbHbLIE MOML30BATENH, OT MMEHW KoToporo Gbina
3anyllleHa 3apaxeHHas NporpaMma, a Takke NoBpeanThs UMK Jaxe YHUUTOXWTL ONepalMOHHYH CUCTEMY CO BCEMU
thainamn B yenom. B GoNbUMHCTEBE CNydYaes pacnNpocTPaAHAKTCA BUPYChl Yepes MHTEPHEeT.

MeToAkl 3alWTel OT BPEAOHOCHEIX NPOrpamm:

1. Wcnonb3yil cOBpeMeHHLIE ONepauWMoHHLIE CUCTEMbI, WMElLMe Cepbe3Hblii ypoBeHb 3aluTel OT
BPEIOHOCHBIX MPOTpamn;

2. TlocTOAHHO ycTaHaBNMBaW nadyth (UMpoBbIE 3aNNAaTKW, KOTOPhIE AaBTOMaTWYECKW YCTAHABMWBAKTCA C
Uenso AopadoTkn nporpamMmMel) M Opyrie 0DHOBMNEHWMA CBOEW onepauWnoHHON cucTembl. CKadvBal WX TOMbKO C
octhmymaneHoro caita paspadoTumnka OC. Ecnn cyllecTBYeT pexnM aBToOMaTHYECKOro 0OHOBNEHWA, BKMHYM E10;

3. PaboTtan Ha ceoem KOMNBHOTEPE NOO NpaBaMy NoNb30BaTenA, a He agMWHWCTpaTopa. 3T0 He NO3BOSIUT
OONLLWWHCTBY BPEAOHOCHBIX NMPOrpamMmM MHCTalNMUWPOBAaTECA Ha TBOEM NEPCOHANBEHOM KOMMBIOTEPE;

4. Mcnonk3yn aHTUBMPYCHLIE MpOrpaMMHbIe NPOAYKThl M3BECTHLIX MPOM3BOAMTENEH, ¢ aBTOMaTUYECKMM
oBHoBNEeHWeMm Bas;

5. OrpaHnds U3MYECKUA JOCTYN K KOMNLHTEPY ANA NOCTOPOHHWMX ML,

6. Mcnone3yi BHELWHWe HOCKMTENW MHQopMaUWMK, Takue Kak inellka, ANCK unK pan M3 MHTepHeTa, TOMNbKD
W3 NPOBEPEHHBIX MCTOYHWMKOE;

7. He oTKpblBad KOMNbHOTEpHEIE halnbl, NOMYYEHHBIE W3 HEeHANEWHLIX MCTOYHMKOB. [axe Te dhalnel,
KOTOpbIE NpUCTan TBOW 3HaKoMbli. Jlydwe yTOUHKM Y HEro, OTNPAaBIAN NW OH Tebe nx.

CeTn WI-FI

Wi-Fi - 370 He BMA nNepefadyn QaHHbIX, HE TEXHOMOMWA, a BCero NUWe OpeHd, mapka. Ewe B 1991 roay
HUOepnaHackaa KOMMNAaHWA 3apervcTpupoeana ©penp "WECA", uto obosHavano cnoeocodeTaHme "Wireless
Fidelity”, koTopeIi NnepeBoAUTCA Kak "OecnpoBogHaA TOYHOCTL .

[o Hawero epemeHn gowna apyras abOpeeBwartypa, KOTOpaA ABMNAETCA TakoW e TexHonorvemn. 3To
abbpeemnatypa "WIi-FI". Takoe Ha3BaHWe OkINO OAHO C HAMEKOM Ha CTaHOapT BhICLIEA 3BYKOBOW TexHukm Hi-Fi, uTo
B NepeBofe 03HaJyasT "BEICOKAA TOUHOCTL".

[a, OecnnaTtHelii MHTEpPHET-OOCTYN B Kadie, OTENAX M asponopTax ABNAETCA OTNHMYHOW BOIMONHOCTED
BhLIXOdA B MHTepHET. HO MHOIMME 3KCNepThl CUMTAKT, UTo obuwenocTynHele Wi-Fi ceTk He ABNAKTCA De30nacHBIMK.

CoeeTel No bezonacHocTH paboTel B 00Wea0CTYNHLIX ceTax Wi-fi:

1. He nepepaBal ceoK NWMYHYW WMHpopmauw depes obuwenoctynHele Wi-Fi cetn. PabotaA B HMX,
WernaTensHo He BBOAMTEL Naponu AoCTyna, NOrMHLl M KaKWe-TO HOMEepa;

2. Mcnonkayd U 0GHOBNAN AaHTMBMPYCHLIE NporpaMmel W BpaHamayep. Tem camelM Tel obe3onaculb ceba oT
3aKauyku BUpyca Ha TBOe YCTPORCTBO;

3. Mpw ucnoneaosadnin Wi-Fi oTknioun doyHELMID "OBLWKMIA QocTyn K chaidnam 1 npuHTepam”. [JaHHaA dyHKUMA
3aKpeITa NO YMOMYaHWKD, OOHAKO HEKOTOpbIE MONL3OBATENW aKTUBWPYHT ee AnA yaobcTea WCNOMb3CBAHWA B
patoTe unn yuebe;

4. He ncnoneayd nydnuadelid WI-FI ona nepenayn NUUHLIX OAHHBIX, HANpUMep ANA BbIX04a B coUManbHble
CEeTM UMK B ANEKTPOHHYID NOoYTY;



5. Mcnone3yi ToNeKo 3awuuleHHoe coeduHeHdne depez HTTPS, a He HTTP, 1.e. npu Habope Beb-agpeca

BBOOM MMEeHHO "hitps://";

6. B mobuneHOM TenedoHe OTKMKOYKM yHKUKMK “TlogkniwdeHwe K WIi-FI aBTomatudeckn”. He ponyckai
ABTOMATUYECKOID NOOKNKYEHUA YyCTpoRcTEa K ceTAm Wi-Fi Be3 TeRoero cornacua.

COLlllﬂl'I bHblEe CETH

CouMansHele CeTH aKTWBHO BXOJAT B HALIY XW3Hb, MHOMME MW paboTakT U XMBYT TaMm MOCTOAHHO, a B
Facebook yxe 3apervcTpupoBaH MUNNMapA 4enMoBeK, UTO ABMAETCA OJHOW CeAbMOW BCEX MUTENEN NNaHeThl.
MHOrMe nonb3oBaTeny He NOHWMAKT, YTO WHOPMAaUWA, pa3MelleHHan UMW B COUMAanbHLIX CeTAX, MOMEeT ObiTh
HanJeHa W UCNONBb30OBAHA KeM YroHO, B TOM YMCTE He 0DA3ZATENBHO ¢ BRaru HamepeHUAMM.

OCHOBHBIE COBETHI N0 D830NACHOCTH B COUMANBHBIX CETAX.
1. OrpaHvdb cNUCOK apy3ed. ¥ TedA B APY3bAX HE A0IMKHO ObiThk CMYyYalHbIX U HE3HAKOMbLIX NIOOAENA;

2. JaWmwan cBOK YacTHYHK #MW3Hb. He ykaswlBald naponu, TenedpoHel, agpeca, daTy TBOEro pPOMASHMA W
OPYTYH NUYHYKD MHDOPMALMKD . 3N0YMBILNEHHWKA MOTYT UCNONL30BaTh Aame WHOpMaLUMID 0 TOM, Kak Tl M TBOM
poavMTeny NNaHWpyeTe NPOBECTH KAHWMKYMbI,

3. 3awMuan ceo penyTauui - AepHn e B YUCTOTe W 3adaBai cebe Bonpoc: xoTen Okl Thl, YTOOLI ApYyrue
nonb30BaTenu BUAEMMW, UTO Tkl 3arpyxaelws? MNoayMan, npexae yem 4to-To onyBnWKoBaTh, HaNWCaTb M 3arpy3uTh;

4. ECNU Thl TOBOPULLE C TMHOALMU, KOTOPLIX HE 3HAELL, HE UCMONbL3YA CBOS peankHoe UMA U APYTYI MHYHYI
MHOPMALIMKA. MMA, MECTO KWUTENLCTBA, MecTo y4elbl 1 Npodee;

5. Maberai paamelwlenna cpotorpaduii B MHTepHeTe, rae Thl M3obpameH Ha MECTHOCTU, NO KOTOPOW MOXKHO

onpeneniTe TBOE MeCTONONOKEHWE,

6. Mpwn perncTpaunin B COUMANEHOR ceTW HeoBX0ANMO MCNONb30BaTE CNOKHLIE NAPONK, COCTOALME U3 GyKB
W LMP U € KOMMYECTBOM 3HAKOB He MeHee B;

7. [InA counankHoi CeTH, NOYThl M APYIMX CauTOBR HeoOXOAMMO MCMONL30BaTE pasHele Naponu. Toraa ecnu
TeDA B3NOMat0T, TO 3N0YMEIWNEHHMKW MOMYYaT 4OCTYN TOMBKO K QQHOMY MECTy, a He BO BCE cpaz3y.

3J'IEI(T|}OHHble AeHbIM

IMEKTPOHHLIE I8HLIU - 3TO OUYeHb YAOOHLIN cnocof nNnaTexen, oHAKO CYLIECTRYT MOLIEHHWUKK, KOTOpLIE
XOTAT NONYYUTE 3TH OeHLIWA.

JNEeKTPOHHbIE O&8HLTW NOABWNKMCL COBCEM HEQABHO W MMEHHO W3-3a 3TOr0 BO MHOMMX rocydapcTBax A0 CHX
Nop He NpoNUCaHo Npo HAX B 3aKoHax.

B PoccuKn we OHW (DYHKUMOHUPYIOT M O HMX oKe MPONWMCaHO B 3aK0oHe, rae WX pa3fenAlT Ha HeCKONbBKo
BMOOB - AHOHWMHEIE W He aHOHWMHble. Pa3Huua B TOM, YTO aHOHWMHLEIE - 3TO Te, B KOTOPLIX pa3pellaeTcH
NpoBoaMTE onepauvK De3 uaeHTMMKaUMKM NONb30BaTENA, a B HEaHOHWMMHBIX MASHTU(MKaUMA None3oBaTtenA
ABNAeTCA 00A3aTENbHOW.

Takke cnedyeT pasnuuaTs SMEKTPOHHbIE (UATHBIE OeHLMM (PABHLI FOCYAAPCTEEHHLIM BamoTam) W
3MEKTPOHHbIE HedhUaTHbIe AeHLM (He PaBHLI TOCYAAaPCTBEHHbIM BaNTaM).

OCcHoBHbIe COBeTHI N0 De3onacHon paboTe © 3MeKTPOHHBIMKW AeHBTaMu:

1. MNMpuBAXK K CHETY MODOWNBHEIA TenedoH. 3T0 CaMbld YA0OHEIA W OLICTPLIA CNOCOD BOCCTAHOBMTE AOCTYN K
cyety. [pWBA3aHHBIR TenedoH NoMoxeT, ecny 3abdydellbk CBOW MNATEXHBIA NAapone WNW 3adfells Ha CalT C
HE3HAKOMOTo YCTPOWCTEA;

2. Mcnone3yn ogHopa3oBble naponn. [locne nepexona Ha YCWMEHHYH aBTopu3aumk Tebe yike He DygeT
YIPOXaTk ONAcHOCTE KPaXK MNW NepexeaTa NNaTexHore napona;

3. Beifepn cnowHeid naponk. MNpecTynHukaM ByOeT He NPOCTO yradaTe CNOXHBLIA Naponk. HalemxHble
naponu - 3T0 Naponu, KOTOpLle COASPAaT He MeHee 8 3HaKOB W BKIMOUAKT B ce0A CTPOYHLIE W NPONKUCHBIE GYKBHI,
UMdpbl U HECKOMLKO CWMMBONOB, TAakKWe Kak 3HaK Aomnnapa, (yHTa, BOCKIMUATENbLHBIA 3HaK W T.N. Hanpumep,
$tROng!;;

4 He BBOOW CBOW NWYHLIE AAHHLIE Ha calTax, KOTOPLIM He A0BepASlb.



3I'IEIFI'|JOHH3§I no4vta

3NeKTPOHHAA noyTa - 970 TEXHOMOMMA W MpedocTaBNAEMBIE €K YCAYIM N0 NEepechiNke W MONyYeHMK
3NEeKTPOHHEIX CO0DLEHWA, KOTOPEIE pacnpedenATcA B KOMMbKTEPHOW ceTH. OOBIMHO 3MeKTPOHHBIA NOYTOBLIA
AWMK BLITMAQUT CNeayWMM 0Dpa3om: WMA_NoNk30BaTenA@uMA_noMeHa. Takke Kpome nepedadd NpocToro
TEKCTA, UMEeTCA BO3IMOKHOCTE Nepeaaeatk dhalnkl.

OCHOBHbIE COBETHI N0 De3onacHoi paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hago BeiDpaTe NpaBWNbHbIA NOYTOBBIA cepBWC. B WMHTepHeTe eCcTek OrPOMHBIA BhIDOp OecnnaTHbIX
NOYTOBLIX CEPBUCOB, OOHAKO Nydlle LOBEPATE TEM, KOTO 3HAELWb W KTO NepBLIM B PEATHHIE;

2. He yka3zwlBam B TNWYHOW NOYTE MWYHYK  WMHopmauukw.  Hanpumep, nydwe  Boulbpatb
"MYy3blKaneHLIA_thaHaT@" win "pok2013" emecto "Temalld”;

3. Mcnoneayn AByXaTanHyk aBTopu3auui. 3T0 Korga NoMumMo NaponA HYAHO BEOAWTE KOO, NPUCEINasMbli
no SMS;

4. BolDepn CNOMHLIA Nnaponk. [INA Kaxooro noYToBoro AWWKa AomKeH ObiTh CBOW HAOEWHLIA, YCTONYKMBLIA K

B3nomy naponk,
5. Ecnu ecTe BO3MOMHOCTE HANWCATE CAMOMY CBOWM MMYHLIA BONPOC, MCTIONB3YA 3TY BO3MOKHOCTE;

6. MCNonb3yi HECKONLKO MOYTOBLIX ALMKOB. MepBLIA ANA YACTHOW Nepenucki ¢ aapecatami, KOoTopbIM Thl
JloBepAelllb. 3TO 3MEeKTPOHHLIA aapec He HAAo MCNoNL30BaTk NP PerncTpaLui Ha hopyMax W canTax;

7. He oTkpeuiBai bainkl U OpyrMe BNOXKEHWA B NWCEMAX, Jaxe ecnii OHW NPULLNK oT TBoMX Apy3en. Jlydwe
YTOYHKW Y HUX, OTNPABNANM N OHK Tebe 3TK hannkl;

8. Mocne okoHYaHWA paboThl Ha NOYTOBOM CEpPBUCE Nepe/, 3aKPLITMEN BKNAAKW C calToM He 3alyab HaXaTk
Ha "BbIATK".

KuBepbynnuHr unu BMpTYyansHOe W3aeBaTensCTBO

KnBepbynnuHr - npecneqoeadne CooBWEHUAMKM, COOepHallnMKU ockopBneHus, arpeccuio, 3anyrmeaHue;
XYNWIaHCTBO; ColMansHoe BORKOTUPOBAaHME C MOMOLLEID Pa3NUYHLIX MHTEPHET-CepBUCOB.

(OCcHOBHbIE coBeThl N0 Gopbbe ¢ KMBepOyNNUHIOM:

1. He bpocaica B Dol Jlydwwia cnocod: NocoBeTOBATHCA KAk Ce0A BECTW W, eCNW HET TOro, K KOMY MOMHO
00paTUTECA, TO BHaYane ycrnokoMTeLCA. ECNK Tel HAYHelb oTBeYaTk OCKOPONEHNAMKM Ha OCKOPONeHUA, TO TOMNBKO
elle DoNbLIE PA30HIKELL KOHINMWKT,

2. ¥Ynpaenai ceoel KMbeppenyTaunen;
3. AHOHVMHOCTE B CETW MHUMAaA. CYLLEeCTBYHT cNoco0bl BEIACHWTE, KTO CTOMT 38 AHOHWMHBIM aKKayHTOM);

4. He CTOMT BECTW XYMWUraHCKMA 0oDpa3 BUPTYanbHOW MW3HW. MIHTepHeT (DUMKCMpyeT BCe TBOWM OEWCTBMA W
coxpaHAaeT ux. YnanuTb Ux DyaeT KpalnHe 3aTpyAHUTENLHO;

5. Cobnrogaii cBOH BUPTYANBHY YECTe CMONOIY,

6. MrHopupyd eOWMHWUHBIA HeraTwe. OOHOpa30Beleé OCKOpPOWTENbHble COOOLWIEHWMA Nydlwe WIHOpPWPOBATL.
OBbIYHO arpeccuA NpekpallaeTcA Ha HavanbHON CTaauK;

7. Ban arpeccopa. B nporpammax ofMeHa MIHOBEHHBIMW COOBLIEHWAMMW, B COLMANBHLIX CeTAX eCTh
BO3MOXHOCTEL GMOKMPOBKW OTNPABKK COODLEHWUIA ¢ ONpeeneHHbIX aJpecos;

8. Ecnu Tbl cBMOeTENs kKMOepOynnuHra. TBOM AeACTBMA: BLICTYNWTE NPOTHE NpecnefoBaTens, nokas3aTe emy,
4TO ero AeMCTBMA OLESHWBAKTCA HeraTMBHO, NOAASpXAaTh KEDTBY, KOTOPOW HykHA NCMXOMOTWYECKAA NOMOLb,
CO0DWMWTE B3POCTLIM O (DaKTe arpecCcUMBHOMO NOBEAEHWA B CETH.

Mo@uneHel Tenedg ol

CoBpeMeHHsle cMapT@OoHBl W NNaHWeTkl coaepxaT B cefe BNOMHE Bapocheli yHKUMOHAN, W TeNepk OHW
MOMYT KOHKYPMPOBAaTL CO CTaUMOHapHbIMK KOMNboTepamMn. OfHaKko, CpeacTs 3aluTel Ang nogodHbIX YCTPONCTe
noka o4YeHb Mano. TecTUPOBAHWE W NMOUCK YA3BUMOCTER B HUX NPOUCXOOQMUT HE Tak MHTEHCMEBHO, Kak anA MK, 1o xe
CamMoe KacaeTcA U MODMIEHEIX NPUNOKEHNUI.

CoBpeMeHHble  MOOMMEHBIE Dpay3epbl Ywe NpakTMYeCKW [OrHanM HacTONbHBIE aHanorv, OHakKo
pacluMperue yHKUMOHAanNa BrnedeT 3a coDoM GOMbLUYH CMOKHOCTE M MEHBLLYIO 3aLWILEHHOCTb.



Nlaneko He Bce NPOM3BOAMTENW BbINYCKaOT 0OHOBMEHWA, 3aKpbIBAKOLWME KPUTWYECKWE YA3IBMMOCTM ANA
CBOWX YCTPOACTB.

(OCHOBHBIE COBETHI ANA D&30MacHOCTH MODUNEHOMO TenedoHa:
Huyero He ABnAeTcA no-HacToAwewmy OecnnaTHeiM. Byab ocToposed, Bedb korga Tebe npegnarawoT
OeCcnnaTHbIA KOHTEHT, B HEM MOTYT ObiTh CKPLITh! KAKWE-TO NNATHLIE YOIy,

Oyman, npexge dewm oTnpaeuTe SMS, doTo vnn Braeo. Tel TOMHO 3HaelWb, rAe OHW OYAYT B KOHEYHOM
wTore?

Heobxoaumo 0BHOBNATEL ONEpaLUMOHHYID CUCTEMY TBOETO cMapTgoHa:
Mcnonb3yid aHTUBUPYCHLIE NporpaMmel ANA MOGUNBHEIX TenedOHOE;

He s3arpysad NpuNoxeHWa OT HEM3BECTHOro WCTOYHWMKA, Belb OHW MOMYT COAepkaTe BpPeAoHOCHOE
nporpaMuHoe ofiecnevenne;

Mocne TOro Kak Tel BeIAAEWEL C cadTa, rae BBOAMMN NUYHYID MHpOpMaUWK, 3aiQW B HACTPOWKK Dpay3spa u
yaanu cookies;

Mepuoanyeckn NPOBEPAN, Kakue NnaTHble YCNYrM aKkTMBMPOBaHE! Ha TBOEM HOMEpE;
[apail cBOi HOMep MOOGMNLHOMO Tened)oHa TONLKO NNAAM, KOTOPLIX Thl 3HAELWL M KOMY O0BepAellb;
Bluetooth gon#eH ObITE BLIKIMOYEH, KOTOA Tel MM HE NOMNB3yelWLCA. He 3adkiBail MHOTAA NPOBEPATE 3TO.

Online urpbi

COBpeMEHHBIE OHMAaNH-UIPbl - 3TO KpacoudHble, 3axBaThiBAWLME pPa3BNeyeHun, oOLeWHAKLME COTHM
THICAY YeNoBeK No Beemy Mupy. Mrpoku vccnepyT OaHHLIl UM Mup, obWawTes Opyr ¢ OpYroMm, BbINOMHAKT
38]aHNA, CPAXAKTCA € MOHCTPAMKM 1 NONYYAKT ONkIT. 3a YA0BONLCTBME OHU NNATAT: NOKYNAKT JWCK, ONNadynsanT
aboHeMEHT UNK NPUODPETaKT KAKNe-TO ONUMK.

Bce atv cpefdcTea WAYT Ha NoajepwaHMe W pa3BUTWe WIPL, a Takke Ha camy 0Ge3onacHoCTb:
COBEPLISHCTBYIOTCA CUCTEMBI ABTOPU3ALMKM, BLINYCKAKOTCA HOBbIE MaTYy (UKMPOBLIE 3annaTku ANA nporpamu),
38KPBLIBAKTCA YA3SBUMOCTH CEPBEpOB.

B noaoBHbix Wrpax cTOMT onacaTbCA He CTOMNLKO CBOWX COMNEPHWKOB, CKOMBKO Kpawu TBOEro MapornA, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTopu3aunn DONBLUWHCTBA UIP.

(COCHOBHEIE COBETEI MO D830NacHOCTA TBOETD UIPOBOTD akkayHTa:

1. Ecni gpyrol wrpok eedeT cebA NAoxo wnu cosgaet 1ebDe HeNpWATHOCTK, 3abNOKMpYyW ero B CNUCKe
WIPOKOB;

2. MNoxanylcA agMUHUCTpaTopaM WPkl Ha NNOX0e NOBedeHWEe 3TOr0 WMIpoKa, WenmaTenkHo NPUNOKHMTE
Kakue-To AoKa3aTenbCTBa B BUOE CKPWUHOB,

3. He yKka3biBal NWYHYIO WHhopMayWio B Npodaine urpsl;
4 YBawal Opyrux YYacTHUKOB Mo WIPe;

5. He ycTaHaenuean HeodpuUuWankeHsle NaTyn U Mods!;

BT ¥R ]

6. Micnone3yl CNOXHBIE M PAZHEIE NAPONK;

7. Naxe BO BpemA WIPLl He CTOMT OTKNKOYaTh aHTMBMpYC. [oka Tel Wrpaellb, TBOM KOMMBHITER MOTYT
3apasnTh.

OHILIAHT UMK Kpaka NHYHbIX OaHHbIX

OBbIMHOW  KpaweW [OeHer W JOKYMEHTOB CEerofHA VYHe HWKOro He VYIWBWWL, HO € pa3BuTUEM
WHTEPHET-TEXHOMOTMIA 3NOYMLIWINEHHWEN MEPeMeCcTUIMCE B MHTEPHET, M NPOAONAAKT 3aHMMaTteca "Mmodumem”
nenom.



Tak noABMnack HoOBaA Yrpo3a. MHTEPHET-MOLWEHHNYECTEBA MK (DUWKMHS, rMaBHan Uenbk KOTOPOro COCTOMT B
NOMy4YeH KOHQMUOSHUMANEHEIX JaHHBEIX MONb30BATENEN - NOMMHOB W naponed. Ha aHrmuickom A3wike phishing
ynTaeTcA Kak huwmAr (oT fishing - peibraa noenA, password - napons).

(OCHOBHBIE COBETHI N0 Dopbhe ¢ (PUWKHIOM:

1. CneJu 3a CBOMM akkayHTOM. ECnu Thl NO03peBasilb, UYTo TBOA aHKeTa Obina B3nomaHa, TO HeoDXoaumo
3abnoKMpoBaTh e M cooBLWMTLE aaMUHUCTPaTOpaMm pecypca ob 3TOM Kak MOKHO CKopee;

2. Mcnone3yi Oe3onacHele BeD-calTel, B TOM YMCINE, MHTEPHET-Mara3nHoB W NMOWCKOBLIX CUCTEM;

3. Mcnone3yd cnNoXHble W pa3Hele napond. Takud obpazom, ecnu TedDA BINOMAKT, TO 3N0OYMbILWNEHHUKN
nonydyaTt JocTyn TONbKO K 0AHOMY TBOeMY Npodhunto B CETH, a He Ko BCeM;

4. Ecnw TebA Banomanu, To HeoDX0AUMO NpedynpeinTe BCeX CBOMX 3HAKOMLIX, KOTOpkle foDaeneHel y TedA
B OpY3bAX, 0 TOM, 4TO TeDA B3NOManu W, BO3IMOXKHO, OT TBOErD MMeHW OyAeT pacchiNaThCA ChaM M CCbIMKW Ha
(hUILIMHTOBLIE CANTHI;

5. YcTaHoBWM HafexHEIR napone (PIN) Ha MOBUNEHEIR TenedoH;
6. OTKNoUKM coxpaHeHWe Nnapona B bpayaepe;

7. He oTkpbiBai hainkl W ApyrMe BNOXEHWA B NUCbLMAaX, Aame eCcfi OHW NpUWNK oT TBoux apy3en. Ilydwe
YTOUHW Y HWX, OTNPABIANK N oHKU Tebe 3TH halnkl.

Uundpposan penytauma

Lindpoean penyTauna - 370 HEraTMBHaA UMW NO3UTUBHAA MHPOPMaUWA B ceTh 0 Tede. KomnpoMeTupylowan
WHhopmauKA, pa3MelleHHan B MHTepHeTe, MOXKET CepbeaHbiM 00pa3oM OTPa3uTeCA HA TBOEW pealbHON MKWU3HK.
"UndppoBan penyTaumna” - 370 TBOW WMWK, KOTOPLIA hopMupyeTcA U3 MHQopmaynm o Tebe B MHTEpHeTE.

Teoe MEeCcTO MWTenbCTBA, ydebbl, TBOe (hMHAHCOBOE MOMNOXeHWe, ocoDeHHOCTW XapakTepa W pacckasbl O
ONW3KMX - BCe 9TO HAKANNMBAETCA B CETH.

MHoMMe MoApOCTKM NErKoMBICNIEHHO OTHOCATCA K Nybnukauww nuuHod wHpopmaumn B WMHTEpHeTe, He
MOHUMAA BO3MOMHLIX MocNeAcTBMA. Thl AaKe He CMOXelb JoragaThca o TOM, YTo dhoTorpadina, pasMelleHHan S
MeT Ha3af, cTana NpUUYWHON OTKA3a NPUHATE TeDA Ha padoTy.

KommeHTapuM, paamelleHne TBoux doTorpadinii n aopyrne OelcTBUA MOMYT He MCYE3HYTh Aawe nocne Toro,
Kak Tbl MX yAanuilb. Thl HE 3HaelWb, KTO cOoXpaHwn 3Ty WHpopMaluo, nonana M oHa B NOMCKOBbIE CUCTEMBI U
COXpaHWNachk N1 oHa, a rMaBHoe: YTo NoAyMalT o Tebe oKpyXaluKe MoK, KOTopble HanayT W yBUAAT 3T0. Hantk
WHOpMALKMID MHOTO NeT CAYCTA CMOXET MO0A - Kak W3 Aobpbix NOOYHASHWA, TAK U C HAMepeHWeMm NPUUYUMHUTL
Bped. 3T0 MOXeT ObITk KTO YTOJHO.

OCHOBHbIE COBETHI N0 3aliUTe UWppoBOi penyTaunn:
1. MNogymai, npexae Yyem UTo-To NyOnNWKoBaTke W Nepefaearte ¥ cebA B DNOre UK B COUMANbLHON CETK;

2. B HacTpoRkax npoduna ycTaHOBW OrpaHWYeHWA Ha NpocMOTp TBOero npoduna W ero coaepHuMoro,
clienan ero ToNbKo "OnA apy3en”;

3. He paamellai U He yKa3biBal MHQOPMALWKD, KOTOpaA MOKeT Koro-nubo ockop@nATe UNK 00WKAaTE.
ABTopckoe npaBo

COBpeMEHHBIE WKONBEHUKKM - aKTWMBHEIE MONb30BaTEnW undpoBoro npocTpadHcTea. OaHako ganeko He Bce
3HAKT, YTO MOMb30BAHWE MHOTMMKM  BO3MOWHOCTAMWM UWdpoBoro mupa TpebyeT coOnNAeHWA NpaeB  Ha
WHTENNEKTYANLHYK COBCTBEHHOCTh.

TepMUH "MHTeNneKkTyansHaa coGCTBEHHOCTL" OTHOCKUTCA K PA3NWYHBIM TEOPEHWAM YenoBeuyecKoro yma,
HAYWHAA C HOBbLIX M300PETeHNA 1 3HAKOB, 0003HAYAKWMX CODCTBEHHOCTL HA NMPOAYKTE W YCIIYIW, U 3aKaHYMBaA
KHWUraMu, oTorpacuAMK, KWHOMUNLMAaMW U MY3bIKANbHLIMWA NPOUIBEISHUAMM.

ABTOpPCKWE NpaBa - 3TO NpaBa Ha MHTENNEeKTyansHy coBCTBEHHOCTE HA NPOW3BEASHUA HaYKW, NUTepaTyphl
W UCKyCCTBA. ABTOPCKME NPaBa BLICTYNAKT B KAYSCTBE FApaHTUW TOTO, YTO WHTENNEKTYaNbHLIA/ TBOpYSCKUid TPy
aBTopa He GyOeT HanpacHbIM, JAcT eMmy cNpaBedNWELIE BO3MOKHOCTW 3apaboTaTk HA pe3yNkTaTax CcBOEro Tpyaa,
NoONyYnTh M3BECTHOCTE W MpW3HaHMe. Hukto Ge3 paspelleHUA aBTopa He MOMeT BOCNPOW3IBOOWTL &ro
Npou3BeAeHWe, PacnpoCTPaHATb, NyBNUYHO A8MOHCTPUPOBATL, NPOAABAaTh, WMNOPTUPOBATE, NYCKaTh B MPOKAT,
nNyGNUYHO UCMONHATL, NOKA3LIBATL/MCNOMHATE B 2hMpe UNK paszmellaTs B MHTepHeTe.

Mcnone3aoeadve "nupatckoro” nporpamMMHoro obecnaeyeHMa MOXKET NPUBECTHM K MHOTUM DUCKaM. OT NOTEPW
[AHHLIX K TBOMM akkayHTam 0o DIOKMPOBKM TBOErO YCTPOWCTBA, IAe YCTAHOBMEHAa HeneranbHaA nporpaMma. He
CTOWT Tak#e 3abbIBaTh, UTO CYLLIECTBYIOT NeransHele U BecnnaTtHele NporpaMuel, KOTOPLIE MOMHO HAWTW B CETU.

O noprane

CeTeBnuoK pdp - TBOW TMABHBLIA COBETUMK B CETH. 30eChb Thl MOWEWL Y3HaTE O OE30MacHOCTH B CETH
MOHATHBIM WM OOCTYMHBIM A3LIKOM, @ NPU BO3HWMKHOBEHWUM KPUTMYECKON CUTYaLMK 0DpaTUTLECA 38 COBeTOM. A Takke
NPWHATE YYacTMe B KOHKYPCax W CTaTb cambiM UMpOBLIM rpakaaHuHoM!



